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Research field of interest

Multimedia Forensics:
S Analysis of media forensic clues

Multimodal Deepfake Detection:
(») Has the video or the audio been tampered with?

Audio Synthesis detection:

_&_ Has this audio been generated? Is the speaker who it claims to be?

Is this real or fake?

Fake Fake Fake Real
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Research results

e POI-Forensics

— Development of a audio-video deepfake detector based
on the POI framework

* Training-Free

— Focus on the audio branch by including a large
language model as the feature extractor

* X-POI-Audio

— Pointing toward future explainable solutions by
leveraging only speaker nuances

€ECrio
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Why is this field important?

 Generated content has been spreading online at an
astonishing pace

TIME

Updated: JUN 3, 2025 2:00 PM CET

Google’s New Al Tool
Generates Convincing
Deepfakes of Riots,

Conflict, and Election
Fraud

LA NOTIZIA HA INDIGNATO GLI UOMINI D'AFFARI
E SEMPLIFICATO LA VITA Al CITTADINI COMUNI
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Why is this field important?

* |t has become easier than ever to generate this content

Audio Prompt

f Voice Cloning ]
i Yo cenne | |
Resul
11 (11 (R
Text Prompt

[My bank account is NL023] « My bank account is e
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Why is this field important?

* Generated content has been spreading online at an
astonishing pace

* |t has become easier than ever to generate this content

* This kind of content is expected to exponentially grow in
numbers

7000

Market size for Deepfake technologies
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[1] https://www.grandviewresearch.com/industry-analysis/deepfake-ai-market-report
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The problem with current approaches

e State of the art approaches use supervised training

strategies

e Great results on in-distribution data but issues to
generalize to unseen data

AUC
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What we do differently

 We adopted and further developed the person of
interest (POI) approach

————————————————

/ \
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Reference Set
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What we do differently

 We adopted and further developed the person of
interest (POI) approach

————————————————
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What we do differently

* We only need to train the feature extractor

 We train with a contrastive learning loss that creates cluster
for each class

* We use only real files during training

* Generalization is automatically ensured
— The extractor is fake agnostic since it never sees them during training
* Robust to perturbations

— The loss pushes the network to look for semantic cues, ignoring
compression artifacts
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PhD Thesis: POI-Forensics

* How do we apply such framework in the
audio-visual domain?

 We need to train a feature extractor

16



PhD Thesis: POI-Forensics

A) Anchor video S) Same Subject D) Different Subject
E
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PhD Thesis: POI-Forensics

* Contrastive learning loss

— Training forces embedded vectors of a reference video
(A) to be close to vectors of the same subject (S) but
far from those of different subjects (D)

A) Anchor video S) Same Subject D) Different Subject

Audio subspace

mmm  Single modality
mmm  Multi modality

SR

Video subspace

3
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PhD Thesis: POI-Forensics
 Comparison with state-of-the-art (high quality)

ICT [1] 77.1/70.7  87.8/77.1 68.2/63.9 62.5/58.9 73.9/67.7

FTCN [2] 72.3/639 100./87.4 84.0/649 76.5/63.0 83.2/69.8
Sy I 68.7/600 988/78.0 97.6/833 929/56.1 89.5/69.3
ID-Reveal [4] 91.3/80.4 99.0/92.8 70.2/60.3 87.6/63.7 87.0/74.3

POI-Forensics 95.2/86.7 99.2/85.7 94.1/86.6 89.9/81.1 94.6/85.0

[1] Dong, X., et al. "Protecting celebrities from deepfake with identity consistency transformer." Proceedings of the IEEE/CVF CVPR. 2022.

[2] Zheng, Y., et al. "Exploring temporal coherence for more general video face forgery detection." Proceedings of the IEEE/CVF ICCV. 2021.

[3] Haliassos, A., et al. "Lips don't lie: A generalisable and robust approach to face forgery detection." Proceedings of the IEEE/CVF CVPR. 2021.
[4] Cozzolino, D., et al. "Id-reveal: Identity-aware deepfake video detection." Proceedings of the IEEE/CVF ICCV. 2021.

‘ ‘ PhD Alessandro Pianese 19
mation technology
g

nfor
electrical engineerir



PhD Thesis: POI-Forensics

* Rosbustness analysis
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[1] Dong, X., et al. "Protecting celebrities from deepfake with identity consistency transformer." Proceedings of the IEEE/CVF CVPR. 2022.

[2] Zheng, Y., et al. "Exploring temporal coherence for more general video face forgery detection." Proceedings of the IEEE/CVF ICCV. 2021.

[3] Haliassos, A., et al. "Lips don't lie: A generalisable and robust approach to face forgery detection." Proceedings of the IEEE/CVF CVPR. 2021.
[4] Cozzolino, D., et al. "Id-reveal: Identity-aware deepfake video detection." Proceedings of the IEEE/CVF ICCV. 2021.
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PhD Thesis: POI-Forensics

* Rosbustness analysis
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[1] Dong, X., et al. "Protecting celebrities from deepfake with identity consistency transformer." Proceedings of the IEEE/CVF CVPR. 2022.

[2] Zheng, Y., et al. "Exploring temporal coherence for more general video face forgery detection." Proceedings of the IEEE/CVF ICCV. 2021.

[3] Haliassos, A., et al. "Lips don't lie: A generalisable and robust approach to face forgery detection." Proceedings of the IEEE/CVF CVPR. 2021.
[4] Cozzolino, D., et al. "Id-reveal: Identity-aware deepfake video detection." Proceedings of the IEEE/CVF ICCV. 2021.
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PhD Thesis: POI-Forensics

* Rosbustness analysis
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[1] Dong, X., et al. "Protecting celebrities from deepfake with identity consistency transformer." Proceedings of the IEEE/CVF CVPR. 2022.

[2] Zheng, Y., et al. "Exploring temporal coherence for more general video face forgery detection." Proceedings of the IEEE/CVF ICCV. 2021.

[3] Haliassos, A., et al. "Lips don't lie: A generalisable and robust approach to face forgery detection." Proceedings of the IEEE/CVF CVPR. 2021.
[4] Cozzolino, D., et al. "Id-reveal: Identity-aware deepfake video detection." Proceedings of the IEEE/CVF ICCV. 2021.
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PhD Thesis: Training-free

« With one class approaches, generalization is
guaranteed as models are trained only on real
data
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PhD Thesis: Training-free

« With one class approaches, generalization is
guaranteed as models are trained only on real

» Good modeling
of the real class
Is required!

. How can we
Improve on this
aspect?
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PhD Thesis: Training-free

* What if we leverage the power of large language models?

 Our approach does not require knowledge of fake data,
generalization is automatically ensured

Reference set

m Large

Pre-trained

|” . Model

Large

— Pre-trained

Model \ .
Maximum
for score

/

Reference set features

/\

Audio under test
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PhD Thesis: Training-free

The models we compared all possess a very broad
pre-training objective

Network # Params  Training size (h)  Training Task
Wav2Vec2 CNN+Transformer 2B 436K Speech Recognition
AudioCLIP CNN+Transformer 134M 5K Latent Representation Learning
LaionCLAP Transformer 158M 9K Latent Representation Learning
BEATs Transformer 90OM 5K Latent Representation Learning
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PhD Thesis: Training-free

 Comparison of four state of the art audio pre-trained models
 They all possess a very broad pre-training objective

ASVSpoofl9 ASVSpoof21 InTheWild
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m Wav2Vec2 mAudioCLIP mLaionCLAP m BEATs
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PhD Thesis: Training-free

 Comparison of our method and SOTA supervised detectors
e Qur proposal can generalize on unseen data

100

ASVSpoof19 ASVSpoof21 InTheWild
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m RawNet2 m RawGATstMul m AASIST mTitaNet+LR mSAMO m Ours (BEATS)

( ( phD Alessandro Pianese 29

nfor dt ion tech ﬁolo ay
ele t Ie ngineer



PhD Thesis: X-POI-Audio

Can we improve upon this while retaining the positive aspects?

Reference set

Reference set embeddings

Large
Pretrain
Model

/ Maximum similarity
—_—

Audio under test
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PhD Thesis: X-POI-Audio

Can we improve upon this while retaining the positive aspects?

Reference set embeddings = |t works better !
= Generalizes well

Reference set

Large
Pretrain
MOdel | ‘

/ Maximum similarity
_—

Audio under test
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PhD Thesis: X-POI-Audio

What can we do differently?

Reference set

Reference set embeddings

Large
Pretrain
MOdel I ’

/ Maximum similarity
—

Audio under test
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It works better !
Generalizes well

Sensitive to references
Person-specific threshold
Explainability ?
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PhD Thesis: X-POI-Audio

* We took inspiration from SFAT-Net-3 multiple training
objective

 The network performs a hard-label
prediction

A9 ) )

SFAT-Net-3

natural synthetic
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PhD Thesis: X-POI-Audio

* We swap the classification branch with a prediction one
* |t returns a speaker embedding
 We train in a similar fashion as before

)
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-5 A O\.
=0
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X-POI-Net

— O
§ & = M Speaker #1
& ” % ™ Speaker #2

‘m " Speaker #N
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PhD Thesis: X-POI-Audio

Positive aspects
* Explainable by design

* Leverages Phonetics Know-how

Negative aspects
* Language specific — e.g., French vs English

 Lower performance than SotA speaker verification
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PhD Thesis: X-POI-Audio
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( ( phD Alessandro Pianese 36

nformation technology
electrical engineering



Conclusions

* We developed an audio-visual deepfake detector that is able to
generalize to unseen forgeries by leveraging a contrastive
learning training.

 We then focused on the audio branch, employing large pre-
trained language models as feature extractors, removing the
training step and all the issues that come with it.

 We then wanted to start moving towards explainable solution.
We designed a feature extractor that thanks to an auto-encoder
architecture is able to focus only on speaker vocal cues.
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Thank you for the attention!
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