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Summary of study activities

PhD Courses:

e Strategic Orientation for STEM Research & Writing

e Using Deep Learning Properly

e Virtualization technologies and their applications

* |oT Data Analysis

* Innovation and Entrepreneurship

* Al Code Generation: Foundations, Evaluation, and Security

PhD Schools:

e 2023 Spring School on Transferable Skills
* 3rd International Software Engineering Summer School (SIESTA23)
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Tsukuba, Japan. Presenting author

e 36 |EEE International Symposium on Software Reliability Engineering (ISSRE25), 21-24 October,
Sao Paulo, Brazil. Presenting author
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Research area(s)

Al-based code generation, with a focus on two main
dimensions: (i) its application to offensive security,
including the generation, validation, and robustness of Al-
generated exploits; and (ii) the evaluation and
improvement of software quality in Al-generated code
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Research results

- A framework for assessing the syntactical and semantic
correctness of Al-generated security exploits

- A data augmentation strategy to perturb NL code
descriptions and improve model robustness

- A prompt-engineering solution to leverage additional
contextual information to improve model performance

- A training data cleaning pipeline to improve quality of Al-
generated code.

- A standardized evaluation methodology based on ODC and
CWE taxonomies to ensure consistent quality assessment

- Large-scale comparisons of human vs. Al code to reveal
differences in defects, vulnerabilities and complexity

PhD Thesis
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PhD thesis overview

Motivation

— Al-developed software is nowdays a reality, with developers’ role is shifting from
implementers to reviewers of Al-generated code

— As this code is increasingly deployed in production, concerns arise about its reliability,
security and overall quality

* Problem statement

— Al code may pass tests but still contain serious quality issues. Current evaluations do
not address root causes and lack standardization.

Objective

— Provide a standard methodology to assess and enhance the overall quality of Al-
generated code

Methodology

— Assess the impact of training data quality on code generation
— Enhance quality via training data curation

— Standardize evaluation by mapping results to established taxonomies
— Measure differences between Al and human code to inform author-aware evaluation
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PhD thesis

Al-generated code is
progressively more
integrated into
production software
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PhD thesis

Current literature

« Does not address the specific
properties of Al-generated code
wrt. human-written software

« Studies quality aspects in
isolation (e.g., correctness,
security) without assessing root
causes

* Provides fragmented F
evaluations, with heterogeneous

tools, metrics and languages
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Root Cause: Training Data Quality
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Root Cause: Training Data Quality

Best-Practice issue 53%
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Security issue 20%
I
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Impact of Training Data on Generation
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Data Curation to Improve Quality
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Standard Evaluation Methodology
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Standard Evaluation Methodology
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Human vs. Al: Defects
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Human vs. Al: Vulnerabilities
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Human vs. Al: Complexity
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