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Note di presentazione
Hi all, I’m Nicola d’Ambrosio 
A second year PhD Student at SecSI research group 
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Research Activities

Proactive strategies that work beyond traditional detect-then-
prevent techniques and block malicious activities in the early
stages of a cyber attack

Development of a platform that collects, organizes, and analyzes
information in order to identify malicious entities in a social
network

Integration of safety and cybersecurity threat frameworks to
model the hazard posed by specific malicious actions and
implement appropriate mitigation actions aimed at addressing
and alleviating them
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Note di presentazione
This is just a quick and not completed overview on my research activities.
In detail, I'm looking at finding ways to acquire new knowledge about malicious actors, quantifing the impact of a cyber attack, and implementing new cyber defense strategies in order to mitigate the effect of a cyber attack. At the moment, the outcomes of these research activities are independent, but we aim to find common ground to integrate them.
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A Software-Defined Approach for Mitigating Insider and
External Threats via Moving Target Defense

Problem - The aim is to empower
defenders by providing them with more:

Time: ensure they enough time to either
prevent or react to an attack before it is
completed

Knowledge: allow them to examine the
attacker's behaviour with the aim of
anticipating their actions

... BUT HOW?
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Note di presentazione
To mitigate cyber attacks we propose an apprach that can Give defenders enough time to prevent an attack but also Enable them to analyze the attacker's behavior.
1:00




A Software-Defined Approach for Mitigating Insider and
External Threats via Moving Target Defense

“Hold out baits to entice the enemy. Feign disorder and crush him.”
Sun Tzu, The Art of the War

MOVING TARGET DEFENSE HONEYPOTS
Dynamic and continuous change of the attack Decoy that expose intentionally vulnerable
surface exposed by vulnerable systems services in order to attract attackers.
+ Time-Based and Event-Based * Low-Interaction
» Shuffling, Diversity and Redundancy * Medium and High-Interaction
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Note di presentazione
This can be achived by using Moving Target Defense and Honeypots. Moving Target Defense enable us to change the network attack surgace continusly. Honeypot are Decoy system that expose vulnerable services in order to attract attackers.



.

A Software-Defined Approach for Mitigating Insider and
External Threats via Moving Target Defense

Objective: Implementation, in a typical
business network, of Active Deception =
Techniques, like Moving Target Defense Detected II-:‘DRH .
(MTD) and Honeypots, as an added kK

benefit to traditional approaches, in
order to overcome their shortcomings

Manitoring ELK Stack

Systems

Low Interacoion

Attacker Honeypot

Send logs to

!An akyze logs . I
—_—

Approach: The architectural design of S
the project incorporates the Software e % B
Defined Networking (SDN) paradigm
and provides a comprehensive approach

for integrating honeynets with MTD, @VS
Security orchestration, automation and OpenvSwich
response (SOAR), and Security
information and event management
(SIEM) platform.
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Note di presentazione
In particular, in this work we implement these Active Deception tecniques in an enterprice network to detect the attackers as soon as possible and also isolate them in a segregate network. This is implemented by integrating honeynets with MTD, SOAR, and SIEM. At the moment, we are also applying these strategies in industrial networks. It is important to note that in industrial network, we must verify that our approach can mitigate the risks associated with a particular hazard without affecting the safety of the plant.
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Threat Scenarios to Attack Emulation

Problem - Safety and security are intricately linked and can not be considered
stand-alone anymore.

Objective: We integrate safety
models (STAMP/STPA) with
cybersecurity models (STRIDE and
MITRE) to identify the safety
consequences of safety hazard events
that may be raised by exploiting
specific vulnerabilities.
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Relatore
Note di presentazione
Indeed, Safety and security are linked and can not be considered stand-alone anymore. We also trying to find a solution to this research question. In particular, we want integrate safety models (STAMP/STPA) with cybersecurity models (STRIDE and MITRE) to identify the safety consequences of a cyber attack.
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Threat Scenarios to Attack Emulation

Approach - Our proposed methodology is composed of three stages:

1. we integrate STPA-Sec with STRIDE and formal verification to enumerate
safety critical threat scenarios;

2. we leverage the integration of the safety model with the architecture of the
deployed system to generate the attack graph (AG) leading to the privileges
that the adversary needs to acquire to exploit a threat scenario;

3. we use a systematic and semi-automated procedure to build an attacker agent
which is capable of exploiting safety critical attack paths, thus triggering threat
scenarios.

Attack Step Description HCA

‘ e | a1 {(spoof,CA1a,cmd)} 4,5,6

T as {(tamper, CA12,cmd)} 4,5,6

‘ P ‘ as {(spoof,C A4, cmd)} 4,5,6
" o ay {(tamper, C Ay, cmd)} 4,5,6

. P - as {(spoof,CAs,cmd)} 1-10

| : : : - ‘ a6 {(tamper, C Az, cmd)} 1-10
" o = ol nR—- o e ar {(spoof,C Az, cmd)} 1-10

I o ‘ ‘ | | : ag {(tamper, C Az, cmd)} 1-10

_ ‘ f L‘ J I wno H s ‘ a9 {(tamper, sPLC, memory)} 4,5,6

s [ e o ) PRI 1 a tamper, Master — PLC, memori 1—-10

oo o i s s °"'lf.“J ‘ ,ﬂl s ai? t {(timper, SCADA, memory)}y)} 1-10

BB R e e b L | @12 (o] B2 O, ae6 1

7 Lowm b Jown b Jows b joes L m— - ai: amper, ,U 2,0,

[=] { : El ai: {(spcif,F.j?E)} 4,5,6,11
= - 3 15T 2 ais tamper, Fa, 0 4,5,6,11
I ass epont s} 111
’ ER oG ais {(tamper, F2,0)} 1—-11
| s oo 045 | aig {(spoof, F1,7)} 1—-11
air {(tamper, Fy,0)} 1-11
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Note di presentazione
Our proposed methodology is divided into three stages. 
First, we combine STPA-Sec with STRIDE and formal verification to identify safety-critical threat scenarios
Then, We use the integration of the safety model with the architecture of the deployed system to generate the attack graph (AG), which leads to the privileges required by the adversary to exploit a threat scenario. 
Lastly, We use a systematic and semi-automated procedure to create an attacker agent capable of exploiting safety-critical attack paths and thus triggering threat scenarios.
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Threat Scenarios to Attack Emulation

Approach - Our proposed methodology is composed of three stages:

1. we integrate STPA-Sec with STRIDE and formal verification to enumerate
safety critical threat scenarios;

2. we leverage the integration of the safety model with the architecture of the
deployed system to generate the attack graph (AG) leading to the privileges
that the adversary needs to acquire to exploit a threat scenario;

3. we use a systematic and semi-automated procedure to build an attacker agent
which is capable of exploiting safety critical attack paths, thus triggering threat

scenarios.

Attack Step Description HCA
a1 {(spoof,CA12,cmd)} 4,5,6
as {(tamper, C A12,cmd)} 4,5.6
as {(spoof, CA4,emd)} 4,5,6
a4 {(tamper, C Ay, cmd)} 4,5.6
as {(spoof,C Az, cmd)} 1-10
ag {(tamper, C Az, cmd)} 1-10
ar {(spoof,CAz,cmd)} 1-10
ag {(tamper, C Az, ecmd)} 1-10
ag {(tamper, sPLC, memory)} 4,5,6
aip {(tamper, Master — PLC, memory)} 1-10
ail {(tamper, SCAD A, memory)} 1-10
ais {(spoof, F12,7)} 4,5,6,11
ais {(tamper, F12,0)} 4,5,6,11
aiq {(spoof, F4,v)} 4,5,6,11
ais {(tamper, F4,0)} 4,5,6,11
ais4 {(spoof, F2,0)} 1-11
ais {(tamper, F2,0)} 1-11
aig {(spoof, F1,v)} 1—-11
a7 {(tamper, Fy,0)} 1—-11
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Note di presentazione
Our proposed methodology is divided into three stages. 
First, we combine STPA-Sec with STRIDE and formal verification to identify safety-critical threat scenarios
Then, We use the integration of the safety model with the architecture of the deployed system to generate the attack graph (AG), which leads to the privileges required by the adversary to exploit a threat scenario. 
Latly, We use a systematic and semi-automated procedure to create an attacker agent capable of exploiting safety-critical attack paths and thus triggering threat scenarios.
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Threat Scenarios to Attack Emulation

Testbed — To demonstrate the
effectiveness of our approach, we
implemented SCASS (SCADA
Systems Security):

— a hybrid and modular testbed

— the hybrid nature of our testbed
allows us to work with a scalable and
maintainable environment

Future Work — We aim to apply a
similar approach in different contexts,
specifically in the fields of aerospace
and automotive sectors.
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Relatore
Note di presentazione
Our proposed methodology is divided into three stages. 
First, we combine STPA-Sec with STRIDE and formal verification to identify safety-critical threat scenarios
Then, We use the integration of the safety model with the architecture of the deployed system to generate the attack graph (AG), which leads to the privileges required by the adversary to exploit a threat scenario. 
Latly, We use a systematic and semi-automated procedure to create an attacker agent capable of exploiting safety-critical attack paths and thus triggering threat scenarios.
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OSINT - Collector

We are developing a tool that helps users manage data from open sources. Our
goal is to make it easy for users to collect, organize, and analyze information.

The project has three modules:

« the Tool Classifier is crucial because it suggests the best OSINT tools to use
based on the user's needs. It uses an ontology-based approach to make
automatic recommendations.

« The Data Collector module stores the data in a graph database, making it easy
to organize and find connections

 The Data Visualization module provides an interface that presents the analyzed data in
visual formats.
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Relatore
Note di presentazione
Latly but not least, we have developed a tool that enable us to acquire knowledge about malicious entities on internet by using open source intelligence. In detail, the goal of our tool is to make it easy for users to collect, organize, and analyze information from open source without any kind of expertise. 
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attention!


Relatore
Note di presentazione
This can be done by using Moving Target Defense and Honeypots. Moving Target Defense enable us to change the network attack surgace continusly. Honeypot are Decoy system that expose vulnerable services in order to attract attackers.
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