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Summary of study activities 
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• Ad-hoc Courses:
– Scientific programming and visualization with Python
– Strategic Orientation for STEM Research and Writing
– Virtualization Technologies and their Applications

• M.Sc. Degree Courses:
– Intelligenza Artificiale
– Data Management

• Ph.D. Schools:
– 5G International PhD School



Research area
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My research field concerns proactive security paradigms for security assessment and
training. In particular, the focus of my research is Adversary Emulation.
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Research results
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My research activity led to the following results:
• Definition of a CTI-driven approach for Adversary Emulation
• Design and development of a realistic solution for Adversary 

Emulation
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PhD thesis overview: Problem
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My research activity was focused on addressing the two main problems of
Adversary Emulation:
• Lack of integration with Cyber Threat Intelligence (CTI)
• Emulation solutions not representative of actual attackers and scenarios
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PhD thesis overview: Objective
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The objective of the thesis is to define a comprehensive
framework for CTI-driven Adversary Emulation that enables:
• Automatic extraction of attack techniques from CTI

documents to generate APT emulation plans
• Realistic emulation of APTs
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PhD thesis overview: Methodology
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The following methodology was applied to address the problems 
of Adversary Emulation:
• Literature analysis
• Experimental evaluation of state-of-the-art solutions
• Design and development of the proposed solution
• Experimental evaluation to assess effectiveness of the solution
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PhD thesis
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My PhD thesis presents two main contributions:
1. Automatic CTI Analysis to Generate Emulation Plans
2. A Novel Solution for Adversary Emulation with Anti-Detection
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Contribution 1:
Automatic CTI Analysis to Generate 

Emulation Plans
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Problem: Lack of integration with CTI
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• APTs are highly skilled and resourceful, making it challenging to
replicate their tactics and techniques accurately.

• Adversary Emulation should be driven by Cyber Threat 
Intelligence, i.e., information on the capabilities and intents of 
attackers and the techniques adopted in their campaigns.
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Problem: Lack of integration with CTI
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CTI still comes in unstructured forms: extracting relevant information from
unstructured documents requires manual effort.
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Problem: Lack of integration with CTI
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Replicating the tactics and techniques employed by advanced threat actors
accurately is challenging.
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Existing literature
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Work Categorization Standardized taxonomy
TIM [1] Attack categories None
EXTRACTOR [2] System entity names + actions None
TTPDrill [3] Threat actions MITRE ATT&CK
ActionMiner [4] Low-level actions None
Ampel et al. [5] Tactics MITRE ATT&CK
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The existing literature lacks the capability to extract information 
about the specific actions performed by APTs, useful to replicate 
their behavior. 



Contribution
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• Experimental study on the automatic classification of Cyber Threat
Intelligence
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Contribution
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• CTI-driven pipeline for Adversary Emulation
– Automatic extraction of attack techniques from unstructured CTI
– Generation of emulation plans to replicate APTs
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Results
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• CTI-driven pipeline to generate Adversary Emulation plans
– Tested on real-world CTI documents
– Compared with emulation plans manually produced by security experts
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APT TP/Actual techniques
Carbanak 75%
FIN6 62%
FIN7 28%
MenuPass 85%
Sandworm 40%
WizardSpider 45%



Contribution 2:
A Novel Solution for Adversary 
Emulation with Anti-Detection
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Problem: Non-representative emulation solutions
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• Current solutions are not capable of realistically emulating actual
attackers and attack scenarios
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State-of-the-art solutions

23Vittorio Orbinato

• Limited capability to emulate complex realistic attacks



Contribution
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• Experimental evaluation of Adversary Emulation solutions
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Contribution
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• Novel solution for Adversary Emulation with anti-detection
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Conclusions
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• The integration of CTI into Adversary Emulation practices 
enables the emulation of APTs

• Adversary Emulation solutions need to overcome the
drawbacks of the traditional command-and-control architecture
to offer realistic emulation

• For this purpose, a novel solution was devised
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